
Air Force Institute of Technology

John M. Willis

Robert F. Mills

Logan O. Mailloux

Scott R. Graham

MIL-STD-1553 Characterization using 

Existing Interface Functionality 



2

Outline

 Purpose of research

 Motivation

 Methodology

 Results

 Conclusions

 Future research

 Questions

Image Modified from SudsySutherland under Creative Commons: https://sudsysutherland.deviantart.com/art/F-16-Fighting-Falcon-124505343

https://sudsysutherland.deviantart.com/art/F-16-Fighting-Falcon-124505343


3

Purpose

 Objective: Detect rogue devices without additional size, weight 

and power (SWAP) requirements

 Research Questions:

 What capability exists on current 1553 devices for characterization?

 Can they be used for device characterization & discrimination?

 What limitations exist with using the built-in technology?
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Motivation

Controller Area Network (CAN) bus

• Ubiquitous Industry Standard

• Developed 1983 SAE

• Broadcast capable, bit stuffing, TDMA

• Proven / demonstrated vulnerabilities

MIL-STD-1553 avionics data bus

• Ubiquitous military standard

• Developed 1973 SAE

• Broadcast capable, bit stuffing, TDMA

• Equivalent technologies

Top Left Image Courtesy Roland Gamper under Creative Commons. https://en.wikipedia.org/wiki/MIL-STD-1553#/media/File:RTtoBC2.png

Top Right Image Courtesy Endres under Creative Commons: https://commons.wikimedia.org/wiki/File:CAN-Frame_mit_Pegeln_mit_Stuffbits.svg

Bottom Left Image Modified from SudsySutherland under Creative Commons: https://sudsysutherland.deviantart.com/art/F-16-Fighting-Falcon-124505343

Bottom Right Modified from Non-attribution under Creative Commons: https://pixabay.com/en/maserati-maserati-gt-autos-1651682/

https://en.wikipedia.org/wiki/MIL-STD-1553#/media/File:RTtoBC2.png
https://commons.wikimedia.org/wiki/File:CAN-Frame_mit_Pegeln_mit_Stuffbits.svg
https://sudsysutherland.deviantart.com/art/F-16-Fighting-Falcon-124505343
https://pixabay.com/en/maserati-maserati-gt-autos-1651682/
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Current Research/Limitations

 Markov chains to create an IDS based on periodicity

 Good for picking up anomalous sequences but not for detecting a rogue.

 Wired Signal Distinct Native Attributes (WS-DNA) fingerprinting

 Fingerprinting the sync portion of 1553 messages to discriminate between 

multiple devices

 Sophisticated equipment required – no clear path for 

transition and implementation

 Difficulty in updating for new devices

[Lop1] Lopez, Temple, Mullins “Exploitation of HART Wired Signal Distinct Native Attribute (WS-DNA) Features to Verify Field 

Device Identity and Infer Operating State, C.G. Panayiotou et al. (Eds.): CRITIS 2014, LNCS 8985, pp. 24–30, 2016.

Oscilloscope Image Courtesy of Wikimedia Commons.

A
B
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Methodology

WS-DNA = Wired Signal Distinct Native Attribute Fingerprinting

• Well-established method

for device discrimination

at the physical layer

Leverage native 

capability in commercial 

1553 devices

• Signal collection/extraction

• Device classification 

and verification 

• Updatability

• Equipment Agnostic

[Lop2] Lopez, Liefer, Busho, Temple, “Enhancing CIKR Level-0 PHY Process Security Using Field Device DNA Features,” 

IEEE Trans on Info Forensics & Security, Vol. 13, No. 5, pp. 1215-1229, May 2018.
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Methodology

 Two baseline configurations used:

 Simple bus with no cabling and only one coupler connecting the bus 

controller, bus monitor, and a remote terminal

 150 foot bus more representative of what would be found on an aircraft or 

ship

 In each configuration, three LRUs (line replaceable units) were 

used

 Train classifier using data collects using LRUs in a variety of bus locations

 After model has been developed, assess ability to accurately classify 

signals as coming from a specific LRU

 Assess ability to recognize if a device is not one that is expected
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Baseline Configurations

Configuration 1: Proof of Concept

Configuration 2: Operational Simulation

Diagram Key:

Termination Resistor 

Bus Controller or Monitor

RT Device

Coupler

Twin-axial Cable (inches)

Device 1-3 are the same Make/Model: 

Serial # Discrimination
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• Alta Signal Capture

• Collection Triggered on Status Word

• 20 Lead Samples for Alignment/Spacing

• Collects up to 2048 Samples (420 used)

• 20nS and 8-bit resolution

WS-DNA – Signal Collection
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• Alignment / centered

• Absolute value

• Regions and sub-regions of interest
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WS-DNA – Burst Extraction 
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Sync RT Status

Fisher Space Plots with 7500 testing waveforms (SNR 50 dB Model):

Multidimensional discriminant analysis 

(MDA) model developed using statistical 

fingerprints

WS-DNA – Classifier Model
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“Looks Most Like”

True-Positive - Cases where we predicted a 

certain LRU, and it is that LRU

False-Positive - Cases where we predicted a 

certain LRU, and it is a different LRU

“Looks How Much Like”

True Verification Rate (TVR) - Cases where an 

LRU authentic threshold is met, and it is that LRU

False Verification Rate (FVR) - Cases where LRU 

authentic threshold is met, but it is not that LRU

Classification & Verification
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Configuration 1 Test
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Classified As

C1 - No Coupler 6 in Cable & C2 36 in Cable & C2 180 in Cable & C2 240 in Cable & C2

Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3

A
ct

ua
l D

ev
ic

e

D
ev

 1

Sync 74.3 19.9 5.81 69.6 25.1 5.31 70.9 23.3 5.86 79.2 16 4.76 82.8 7.56 9.64

RT 84 13.6 2.42 79.4 16.3 4.3 77.3 16.5 6.28 73.1 9.62 17.3 53 3.82 43.2

Status 92 7.27 0.71 89.5 9.69 0.84 88.9 10 1.06 89.1 6.66 4.28 70.8 2.55 26.7

D
ev

 2

Sync 24.5 70.2 5.34 18.8 73.5 7.69 20.4 71.1 8.5 39 52.8 8.23 44.7 46.3 9.01

RT 10.8 87.9 1.23 8.62 87.8 3.54 9.47 86.2 4.34 19.7 73.1 7.2 22.7 65.5 11.9

Status 6.42 93.3 0.33 5.57 93.5 0.92 6.23 92.6 1.13 15.7 81.2 3.16 19.1 74.8 6.12

D
ev

 3

Sync 28.8 12.2 59 46 13 41 44.8 10.2 45 36 5 59 35.3 5.09 59.6

RT 13.8 4.12 82.1 12.5 4.18 83.3 9.55 3.15 87.3 3.62 0.99 95.4 3.56 1.03 95.4

Status 8.42 2.64 88.9 9.07 3.49 87.4 5.98 2.59 91.4 1.57 0.58 97.9 1.28 0.64 98.1

Acceptance Rate

C1 - No Coupler 6 in Cable & C2 36 in Cable & C2 180 in Cable & C2 240 in Cable & C2

Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3

A
ct

ua
l D

ev
ic

e

D
ev

 1

Sync 89.6 64 50.2 84.4 61.8 39.5 84.3 61.3 41.5 82.7 48.8 38.7 80.6 36.9 43.9

RT 89.6 31.4 7 89.1 36.5 11.3 87.3 35.6 14.6 80.2 22.8 30.5 56 10.1 52.9

Status 83.1 10.2 0.32 85.8 14.1 0.47 84.3 14.8 0.67 82 10.5 2.61 53.7 3.69 17.3

D
ev

 2

Sync 57.9 88.1 44.4 47.6 82.3 35.2 49.5 83.2 37.6 71.2 83.8 51 76.3 81.2 55.2

RT 30.1 88.9 2.56 25 85.2 5.25 26.6 84.9 6.2 42.8 81.7 12.9 46.1 75.3 20.1

Status 10.4 86 0.18 9.09 85.3 0.42 10.3 85.7 0.52 21.2 78.4 1.43 23.6 70.5 3.18

D
ev

 3

Sync 60.3 52.2 90.3 76.4 54.9 83.2 73.2 48.9 83.3 56.8 30.4 80.1 52.9 27.7 76.7

RT 20.8 6.42 87.1 18.9 6.37 87.5 14.7 4.34 87.8 5.53 1.31 73.4 5.08 1.3 66.2

Status 4.97 1.22 80.8 5.65 1.72 79.1 3.51 1.13 82.2 0.91 0.2 75.1 0.66 0.22 67.8

Classification Trends:
• Longer ROI increases true-

positive classification 

accuracy

• 17.09% gain Sync->RT

• 7.90% gain RT->Status

• Only one scenario incorrect

• Shifting Effects

Verification Trends:
• Generally more cabling leads 

to lower TVR

• Longer ROI reduces FVR

• Sync - 51.53% 

• RT -18.50%

• Status - 5.84% 

• Shifting Effects

Configuration 1 Test Results
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No Coupler 

(Baseline)

Coupler

+ 240 inch cable

Configuration 1 Test 1 Shift



16

Configuration 2 Test 1 
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Acceptance Rate

C1 C2 C3 C4 C5 C6

Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3

A
ct

ua
l D

ev
ic

e

D
ev

 1

Sync 87.1 52.7 56.7 70.4 48.2 37.2 2.1 2.3 0.1 1.4 5.5 0.3 0. 0. 0. 0. 0. 0.

RT 87.8 16.8 23.6 1.5 30. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0.

Status 80.5 1.6 4.2 0. 1.8 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0.

D
ev

 2

Sync 60.9 88.4 31.4 63.5 71.6 36.8 1.9 5.3 0.1 1.3 7.7 0.3 0. 0. 0. 0. 0. 0.

RT 33. 86.8 1.6 0. 5.9 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0.

Status 5.8 79.7 0. 0. 0.1 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0.

D
ev

 3

Sync 41.3 18.5 87.8 61. 56.4 47.6 11. 12.9 0.8 0.6 4.8 0.1 0. 0. 0. 0. 0. 0.

RT 13. 0.3 87.6 7.5 65.9 0.3 0. 0.1 0. 0. 0. 0. 0. 0. 0. 0. 0. 0.

Status 0.6 0. 82.7 0.9 53.3 0. 0. 0.2 0. 0. 0. 0. 0. 0. 0. 0. 0. 0.

Classified As

C1 C2 C3 C4 C5 C6

Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3

A
ct

ua
l D

ev
ic

e

D
ev

 1

Sync 63. 13.9 23.1 58.4 23.1 18.5 44.6 55.4 0. 5.7 94.1 0.1 0. 91.6 8.4 0. 68.8 31.2

RT 78.9 7. 14.1 0.6 99.4 0. 0. 100. 0. 0. 100. 0. 0. 100. 0. 0. 100. 0.

Status 90.3 2.1 7.6 0. 100. 0. 0. 100. 0. 0. 100. 0. 0. 88.5 11.5 0. 90.1 9.9

D
ev

 2

Sync 21.7 66.7 11.6 34.1 47. 18.9 16.8 83.2 0. 1.9 97.9 0.3 0. 93.2 6.8 0. 78.5 21.5

RT 16.1 82.6 1.3 0. 100. 0. 0. 100. 0. 0. 100. 0. 0. 100. 0. 0. 100. 0.

Status 8.1 91.6 0.3 0. 100. 0. 0. 100. 0. 0. 100. 0. 0. 95.8 4.3 0. 94. 6.

D
ev

 3

Sync 11.8 3.6 84.6 34.5 34. 31.5 43.1 56.8 0.1 1.5 98.5 0. 0. 82.5 17.5 0. 38.4 61.6

RT 5.7 0.2 94.1 3.1 96.4 0.5 0. 100. 0. 0. 100. 0. 0. 100. 0. 0. 100. 0.

Status 1.3 0. 98.7 1.3 98.7 0. 0. 100. 0. 0. 100. 0. 0. 61.7 38.3 0. 84.1 15.9

Classification Trends:
• Very degraded results after C1

• Strong favoring of Device 2

Verification Trends:
• Results not reliable after 

C1…especially for longer ROIs

Configuration 2 Test 1 Results
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Off C2Off C1 Off C3

Off C5Off C4 Off C6

Configuration 2 Test 1 Shift
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Configuration 2 Test 2 
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Acceptance Rate

C1 Rogue C2 Rogue C3 Rogue C4 Rogue C5 Rogue C6 Rogue

Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3

A
ct

 D
ev

D
ev

 4

Sync 34.5 83. 26.9 48.3 44.8 12.5 1.3 10. 0.5 1.5 9.6 2.8 0. 0. 0. 0. 0. 0.

RT 37.1 63. 12.3 0.2 9.9 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0.

Status 31.7 22.2 8.4 0. 6.4 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0. 0.

Verification Trends:

• High FVR for Dev 2 with Sync and RT ROIs off C1.

• FVR better on average for C1: 

• Sync – 48.13% RT - 37.37% Status - 20.77%

Configuration 2 Test 2 Results
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Configuration 2 Test 3 
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Classified As

C1 - No 

Listener
C1 - Listener C2 - Listener C3-Listener C4 - Listener C5 - Listener C6 - Listener

Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3

A
ct

ua
l D

ev
ic

e

D
ev

 1

Sync 63.6 18.1 18.3 26.7 4.8 68.5 0. 2.7 97.3 0. 15.6 84.5 0.3 43. 56.7 71.8 25.6 2.6 61.1 36.7 2.2

RT 78.9 8. 13.1 0.8 0. 99.2 0. 0. 100. 0. 0. 100. 0.3 0.5 99.2 67.7 32.1 0.2 59.9 39.7 0.4

Status 84.9 1.6 13.5 3.2 0. 96.8 0. 0. 100. 1.3 0.2 98.5 26.9 16.7 56.4 91.5 8.5 0.1 87. 8.5 4.6

D
ev

 2

Sync 23.3 68. 8.7 9.6 39.2 51.3 0. 16.8 83.2 0. 49.4 50.6 0. 78.2 21.9 11.6 86.9 1.5 14.4 84. 1.5

RT 16.3 82.5 1.3 4.7 4.5 90.9 0. 0. 100. 0. 0.6 99.4 0.2 10.8 89.1 1.4 98.6 0. 2.2 97.8 0.

Status 12.3 85.6 2.1 5.8 4.3 89.9 0. 0.1 99.9 0.6 10.2 89.2 3.5 64.2 32.3 0.7 99.3 0. 11.7 86.8 1.5

D
ev

 3

Sync 17.9 3.5 78.6 2.3 0.6 97.1 0. 0.8 99.2 0. 2.8 97.2 0. 15. 85.1 30. 18.7 51.2 40. 30.7 29.3

RT 6.3 0.3 93.4 0. 0. 100. 0. 0. 100. 0. 0. 100. 0. 0. 100. 38.5 10. 51.5 54. 15.8 30.2

Status 0.9 0. 99.1 0. 0. 100. 0. 0. 100. 0. 0. 100. 0. 0.7 99.3 30.4 8.8 60.7 16.9 2.7 80.4

Acceptance Rate

C1 - No 

Listener
C1 - Listener C2 - Listener C3-Listener C4 - Listener C5 - Listener C6 - Listener

Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3 Dev 1 Dev 2 Dev 3

A
ct

ua
l D

ev
ic

e

D
ev

 1

Sync 87.4 53.4 58. 54.1 21.3 87.7 0.2 0.3 18.8 0.2 1.1 11.4 3.8 20.7 32.1 81.9 55.7 22.5 76.4 63.1 19.7

RT 87. 15.6 23.3 1.7 0. 53.7 0. 0. 0. 0. 0. 3.9 0.9 0.1 56.8 64.5 32.4 0.9 58.7 36.4 1.3

Status 70.2 0.7 6.4 0.5 0. 30.4 0. 0. 0.6 0.4 0. 41.9 15.3 4.9 33. 61.2 3.4 0. 70.7 4.5 2.

D
ev

 2

Sync 59.1 88.7 38.1 38.5 58.9 74.7 0. 0.3 4.8 0. 0.2 1.3 0.1 4.9 3.2 32.1 83.7 9.9 32.2 79.2 10.5

RT 29.5 85. 1.7 8.7 1.4 81.1 0. 0. 0.7 0. 0. 5.8 0.4 0.4 30.8 3.8 68.8 0. 5.1 66.8 0.

Status 7.1 66.5 0.2 2. 0.4 65. 0. 0. 12.8 0.2 0.3 33.8 1.1 8.8 8.5 0.4 71. 0. 7.5 63.3 0.2

D
ev

 3

Sync 42.2 18.2 89.3 10.4 3.5 69.9 0. 0. 2.7 0. 0. 1.4 0.1 1.7 7.7 63.7 50.7 82.1 74.6 66.2 68.5

RT 12.1 0.3 87.4 0. 0. 6. 0. 0. 0. 0. 0. 0. 0. 0. 2.2 50.7 11.9 59.7 67.8 20.7 40.2

Status 0.3 0. 79.6 0. 0. 5.5 0. 0. 0. 0. 0. 2.6 0. 0. 28.8 16.5 1.9 37. 8.6 0.6 59.8

Classification & Verification:
• Results worsen C1  C2

• Improves C2  C5

• Slightly degrades at C6

Configuration 2 Test 3 Results



23

Off C2Off C1 Off C3

Off C5Off C4 Off C6

Configuration 2 Test 3 Shift
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Conclusions

 MDA models work well for baseline configuration

 90+% for most status classification and 80+% verification

 Approach breaks down for configuration changes, swapped positions, or 

added devices

 Avionics buses are fairly stable and don’t (shouldn’t) change much

 Implication  perfectly suited to detect jamming, masquerading, and eavesdropping

 WS-DNA and Alta approach could

be easily & quickly transitioned to

real world operations

 Little or no cost

 Minimal equipment required

 Real time

 Provides capability that 

does not currently exist
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Future Work

 Migrating the work to an operational 1553 bus could prove its 

viability to a program office

 Expanding program to auto-update MDA model over time –

implement entire WS-DNA process in the Alta card

 Additional exploration and analysis of the Fisher shifting … i.e., 

can it be predicted?
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Questions?
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